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CTF meets Automotive Security

- Capture-the-Flag competition

- Riscure and Argus Cyber Security

- Automotive focus

- Hardware-based
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The exhaust emissions scandal (,,Dieselgate”)
Take a deep breath into pollution trickery
L) and
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Study Published at Security & Privacy 2017
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How They Did It: An Analysis of Emission
Defeat Devices in Modern Automobiles
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Abstract—Modern vehlcles are requlred to comply with a
range of envir r iting the level of emissions
for various greenhouse gases, toxins and particulate matter. To
ensure compliance, regulators test vehicles in controlled settings
and empirically measure their at the tailpipe. H
the black box nature of this testing and the standardlzatlon
of its forms have created an opportunity for evasion. Using
modern electronic engine controllers, manufacturers can pro-
grammatically infer when a car is undergoing an emission test
and alter the behavior of the vehicle to comply with emission
standards, while exceeding them during normal driving in favor
of imnroved nerformance While the nece of ennech a defeat device

determined that the vehicle was not under test, it would disable
certain emission control measures, in some cases leading the
vehicle to emit up to 40 times the allowed nitrogen oxides [15].

Defeat devices like Volkswagen’s are possible because of
how regulatory agencies test vehicles for compliance before
they can be offered for sale. In most jurisdictions, including
the US and Europe, emissions tests are performed on a chassis
dynamometer, a fixture that holds the vehicle in place while
allowing its tires to rotate freely. During the test, a vehicle
is made to follow a precisely defined speed profile (i.e..
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Exhaust Aftertreatment Systems
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NOx emissions
high EGR/SCR rate
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soot emissions

NOx emissions
high EGR/SCR rate
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Pollution Level

NOy
soot

-

0% Exhaust Gas Recirculation Rate 20%
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soot emissions
low EGR rate, DPF load

NOx emissions
high EGR/SCR rate

VWM MO MmMmOUOD>X -




soot emissions

low EGR rate, DPF load

DPF wear

durability standard
filter lifetime

NOx emissions
high EGR/SCR rate

VWM MO MmMmOUOD>X -




soot emissions > NOx emissions

low EGR rate, DPF load high EGR/SCR rate
DPF wear urea consumption
\/ \/
durability standard service interval
filter lifetime urea refills

VT MO mOX>X -







Emission Tests EESELTI‘?ITAT RU B

Vehicle Speed

Federal Test Procedure

Cold Start Phase
505 seconds

Cold Stabilized Phase
864 seconds

Hot Start Phase
505 seconds

—— 1

M

M

1

1

Time

- Specify time - vehicle speed.

- Different tests per jurisdiction

(EPA, CARB, EU).

- Standardized tests, publicly

available.

- Runtime about 20-30 minutes.
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Regulations - §86.1803-01, United States mversmr RIUJB

BOCHUM

Auxiliary Emission Control Device (AECD) means any element of design which senses

- temperature,

- vehicle speed,

- engine RPM,

- transmission gear,

- manifold vacuum,

or any other parameter for the purpose of activating, modulating, delaying, or
deactivating the operation of any part of the emission control system.



Regulations - §86.1803-01, United States mversmr RIUJB

BOCHUM

Defeat device means an auxiliary emission control device (AECD) that reduces the
effectiveness of the emission control system under conditions which may reasonably be
expected to be encountered in normal vehicle operation and use, unless:

1. Such conditions are substantially included in the Federal emission test procedure;

2. The need for the AECD is justified in terms of protecting the vehicle against damage
or accident;

3. The AECD does not go beyond the requirements of engine starting; or
4. The AECD applies only for emergency vehicles [...]



Defeat Devices

Two essential components of a defeat device:

1. Detect an ongoing emissions test, and
2. react to it by modifying emission-related subsystems.
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Defeat Devices

Two essential components of a defeat device:

1. Detect an ongoing emissions test, and
2. react to it by modifying emission-related subsystems.

We mostly focus on the first part in our talk.
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Emissions test detection can be of varying complexity. Distinguish two flavors:

Passive — Targeting environmental parameters (e. g, altitude, temperature).
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Emissions test detection can be of varying complexity. Distinguish two flavors:

Passive — Targeting environmental parameters (e. g, altitude, temperature).
Active — Specifically targeting characteristic vehicle behavior.
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Emissions test detection can be of varying complexity. Distinguish two flavors:

Passive — Targeting (e.g, altitude, temperature).

Active — Specifically targeting characteristic vehicle behavior.

Examples

- Some Cadillacs stopped clean driving when turning on heating or air conditioning.



Defeat Devices EEEELTSITAT RU B

Emissions test detection can be of varying complexity. Distinguish two flavors:

Passive — Targeting environmental parameters (e. g, altitude, temperature).

Active — Specifically targeting characteristic

Examples

- Some Cadillacs stopped clean driving when turning on heating or air conditioning.

- The Opel Zafira can detect test cycles using rpom-torque operating points.
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(7] Functions window

Function name

HHSEES

M

HNHSHMSEMSESS

IMSHHSES

S

sub_80195E46
sub_80195E7C
sub_80195EC6
sub_801962C8
sub_801962CE
sub_80196906
sub_80197472
sub_80197526
sub_80197746
sub_80197986
sub_801985DC
sub_8019887E
sub_80198A24
sub_8019880C
sub_80198850
sub_80198C1A
sub_80198C46
sub_80198C56
sub_80198FDO
sub_80198FEA
sub_80198FEC
sub_80198FFO
sub_8019901C
sub_80199026
sub_8019902€
sub_80199070
sub_80199088
sub_801992E4
sub_80199490
sub_801994E0
sub_80199656

yd sub_801997CC

[Ei]

7]

SISEEE

HMSEMSE

B

7

S

sub_801997DC
sub_8019985C
sub_80199998
sub_801999D2
sub_801999F4

sub_80199E62
sub_80199E78
sub_80199E82
sub_8019A062
sub_8019A0DE
sub_8019AC44
sub_8019ACSC
sub_8019AC66
sub_8019AC70
sub A019AC9R

Line 4653 of 5483

AU:

idle  Down

Structures. X

Enums. X

5.2 a10_1 2100 18
75de 1632.bu dIS.

n

a5, byt
15, 1

Imports



(7] Functions window

Function name

DR

SESMSESSE

EREEREEE

B

SMERNEES

[MMSIE

Z

SMSSMSE

HHSEN

Z

S

sub_80195E46
sub_80195E7C
sub_80195EC6
sub_801962C8
sub_801962CE
sub_80196906
sub_80197472
sub_80197526
sub_80197746
sub_80197986
sub_801985DC
sub_8019887E
sub_80198A24
sub_8019880C
sub_80198850
sub_80198C1A
sub_80198C46
sub_80198C56
sub_80198FDO
sub_80198FEA
sub_80198FEC
sub_80198FFO

sub_8019901C
sub_80199026
sub_8019902€

sub_80199998
sub_801999D2
sub_801999F4

sub_80199E78
sub_80199E82
sub_8019A062
sub_8019A0DE
sub_8019AC4a
sub_8019ACSC
sub_8019AC66
sub_8019AC70
<ub A019ACOR

Line 4653 of 5483

AU:

idle  Down

0@ ®

4 Graph overview

Disk: 14GB

Graph overview, IDA View-A X @ Hex View-1 X @&

Structures X Enums X Imports

08| 5 10A View-A

5 a15.2 unk.DE
a1_1loc_B3BATSTA

firmware image
functions
pages documentation
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Excerpt from VW documentation, Copyright © Robert Bosch GmbH.
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/begin MEASUREMENT ASAM MCD-2 MC

EnvT_t “ 321 files”
"Umgebungslufttemperatur" @ ©
SWORD
Temp_Cels /begin COMPU_METHOD
1 Temp_Cels
100 "
-3549.940 RAT_FUNC
3003.560 "%6.1"
"deg C"

FORMAT "%8.3"

COEFFS 0 10 2731.4 0 0 1
ECU_ADDRESS 0xDOOOOAAGL /end COMPU_METHOD

/end MEASUREMENT

21



/begin CHARACTERISTIC
AirCt1l_mDesBasPiIl_MAP
"Grundkennfeld Luftmassensollwert"

MAP
Ox8037CE3A
Map_Xs16Ys16Ws16

1500.000
AirMassPerCyl
0.00

1500.000

FORMAT "%8.3"
EXTENDED_LIMITS -3276.800 3276.700

/begin AXIS_DESCR
STD_AXIS
AirCt1l_nEng0
EngN
16

/end AXIS_DESCR

/begin AXIS_DESCR
STD_AXIS
AirCtl_gMonDesBas_mp
InjMass
16

/end AXIS_DESCR
/end CHARACTERISTIC

22
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. 0 RUHR
“Curve Function” - SrvX_IpoCurveS16 UNIERSITAT

- Core function provided by the base system.

- Unlikely to change across firmware versions.
- Easy to detect in stripped images.

- Used to query characteristic curves specifying physical processes.

RUB
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“Curve Function” - SrvX_IpoCurveS16

- Core function provided by the base system.

- Unlikely to change across firmware versions.
- Easy to detect in stripped images.

- Used to query characteristic curves specifying physical processes.

Point Queries

y < SrvX_IpoCurveS16(curve,x)

RUHR
UNIVERSITAT
BOCHUM

RUB

24



Volkswagen AG



e RUB

Vo < SrvX_IpoCurveS16(curve, ,Xx)
yq < SrvX_IpoCurveS16(curver,Xx)

—

[

InjCrv_stNsRe]

InjCrv_INs1Up_CUR

—

b

[

InjCrv_INs1Dwn_CUR

—)

11

jCrv_stNsRese|

InjCrv_INs2Up_CUR

un
i

[

InjCrv_INs2Dwn_CUR

113

-
InjCrv_stNsReset.3
InjCrv_INs3Up_( S FF Q
R Q

)

[

Vendor-specific “Acoustic Function”
26

Excerpt from VW documentation, Copyright © Robert Bosch GmbH.



Volkswagen AG Defeat Device mesmr RQUB

Vo < SrvX_IpoCurveS16(curve, ,Xx)
yq < SrvX_IpoCurveS16(curver,Xx)

[

—
InjCrv_stNsRe]

InjCrv_INs1Up_CUR

—

b

[

InjCrv_INs1Dwn_CUR

—)

jCrv_stNsRese| yO S y S y 1

—

11

InjCrv_INs2Up_CUR

un
i

[

InjCrv_INs2Dwn_CUR

“Profile matches”

S

113

InjCrv_INs3Up_

[

)

Vendor-specific “Acoustic Function”
26

Excerpt from VW documentation, Copyright © Robert Bosch GmbH.



Volkswagen AG Defeat Device mversmr RIUJB

—

[

InjCrv_INs1Up_CUR

—
b

[

InjCrv_INs1Dwn_

—)

11

InjCrv_INs2Up_CUR

un
i

[

InjCrv_INs2Dwn_

CUR

S

113

InjCrv_INs3Up_

)

[

Vo < SrvX_IpoCurveS16(curve, ,Xx)

InjCrv_stNsRe]

yq < SrvX_IpoCurveS16(curver,Xx)

jCrv_stNsRese| yO S y S y 1

—

“Profile matches”

”

S
W P s X == “time since engine start

y = “distance covered”

Vendor-specific “Acoustic Function”

Excerpt from VW documentation, Copyright © Robert Bosch GmbH.
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80187214, profile 1
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80187214, profile 7
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80187214, profile 9 ®
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CURVEDIFF Framework

CURVEDIFF automatically analyzes ECU firmware.

- Based on PyPy 2.7 and IDA Pro 6.x.

RUHR
UNIVERSITAT
BOCHUM

[17905:
[17905:
[17905:
[17905:
[17905:
[17905:

E O N S <)
1

18:17:12]
18:17:12]
18:17:51]
18:18:46]
18:19:17]
18:19:42]

Analyzing FL_03L906012___7444.
Pre-processing database...
Exporting functions...
Analyzing functions...
Exporting curves...

Analyzing curves...

Function 80187214 matches the following test cycles:

- (802f6f70,
- (802f6fec,
- (8027068,
- (802f70e4,
- (802f7160,
- (802f71dc,
- (8027258,
- (802f72d4,
- (802f7350,
- (802f6ef4,

802f6fae):
802f7602a):
802f70a6):
802f7122):
802f719e):
802f721a):
80217296):
802f7312):
802f738e):
802f6f32):

FTP-75

LA92

Usoee6

Sco3

HWFET

ECE-15

EUDC EUDCL

FTP-75 CADC-RURAL IM240
NEDC ECE-15 JP10 WLTP-1..
CADC-RURAL sC03

[17905: 5 - 18:19:43] Success.
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CURVEDIFF Framework

CURVEDIFF automatically analyzes ECU firmware.

- Based on PyPy 2.7 and IDA Pro 6.x.

- Electronic Diesel Control EDC17 by Bosch.

RUHR
UNIVERSITAT
BOCHUM

[17905:
[17905:
[17905:
[17905:
[17905:
[17905:

E O N S <)
1

Function 80187214 matches the following test cycles:
802f6fae):
802f7602a):
802f70a6):
802f7122):
802f719e):
802f721a):
80217296):
802f7312):
802f738e):
802f6f32):

- (802f6f70,
- (802f6fec,
- (8027068,
- (802f70e4,
- (802f7160,
- (802f71dc,
- (8027258,
- (802f72d4,
- (802f7350,
- (802f6ef4,

18:17:12]
18:17:12]
18:17:51]
18:18:46]
18:19:17]
18:19:42]

Analyzing FL_03L906012___7444.

Pre-processing database...
Exporting functions...
Analyzing functions...
Exporting curves...
Analyzing curves...

FTP-75

LA92

Usoee6

Sco3

HWFET

ECE-15

EUDC EUDCL

FTP-75 CADC-RURAL IM240
NEDC ECE-15 JP10 WLTP-1..
CADC-RURAL sC03

[17905: 5 - 18:19:43] Success.

28



CURVEDIFF Framework e RUB

BOCHUM

[17905: 0 - 18:17:12] Analyzing FL_03L906012___7444.

[17905: 0 - 18:17:12] Pre-processing database...

[17905: 1 - 18:17:51] Exporting functions...
CURVEDIFF automatically analyzes ECU firmware. [17905: 2 - 18:18:46] Analyzing functions...

[17905: 3 - 18:19:17] Exporting curves...

[17905: 4 - 18:19:42] Analyzing curves...

- Based on PyPy 2.7 and IDA Pro 6.x.
Function 80187214 matches the following test cycles:
. . - (802f6f70, 802f6fae): FTP-75

Electronic Diesel Control EDC17 by Bosch. - (802f6fec, 802f702a): LA92
- (802f7068, 802f70a6): USO6
- (802f70e4, 802f7122): SCO3
- (802f7160, 802f719e): HWFET
- (802f71dc, 802f721a): ECE-15
- (8027258, 802f7296): EUDC EUDCL
- (802f72d4, 802f7312): FTP-75 CADC-RURAL IM240
- (802f7350, 802f738e): NEDC ECE-15 JP10 WLTP-1..
- (802f6ef4, 802f6f32): CADC-RURAL SCO3

- Infineon TriCore 179x processor.

[17905: 5 - 18:19:43] Success.

28



CURVEDIFF Framework

RUHR
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BOCHUM

CURVEDIFF automatically analyzes ECU firmware.

- Based on PyPy 2.7 and IDA Pro 6.x.
- Electronic Diesel Control EDC17 by Bosch.
- Infineon TriCore 179x processor.

- Lift to Static Single Assignment form, compiler
optimizations.

[17905:
[17905:
[17905:
[17905:
[17905:
[17905:

E O N S <)
1

Function 80187214 matches the following test cycles:
802f6fae):
802f7602a):
802f70a6):
802f7122):
802f719e):
802f721a):
80217296):
802f7312):
802f738e):
802f6f32):

- (802f6f70,
- (802f6fec,
- (8027068,
- (802f70e4,
- (802f7160,
- (802f71dc,
- (8027258,
- (802f72d4,
- (802f7350,
- (802f6ef4,

18:17:12]
18:17:12]
18:17:51]
18:18:46]
18:19:17]
18:19:42]

Analyzing FL_03L906012___7444.

Pre-processing database...
Exporting functions...
Analyzing functions...
Exporting curves...
Analyzing curves...

FTP-75

LA92

Usoee6

Sco3

HWFET

ECE-15

EUDC EUDCL

FTP-75 CADC-RURAL IM240
NEDC ECE-15 JP10 WLTP-1..
CADC-RURAL sC03

[17905: 5 - 18:19:43] Success.

28



fo a4_6 d4_9 ‘ ’8018763a call32 re_12 #800b64f0 a4_9 d4_12 ‘ ’ 8018764a call32 re_13 #800b64f0 a4_10 d4_13 ‘ ‘ 80187694 call32 re_15 #800b64f0 a4_12 d4_15

re_12 re_13 re_15

re_9 ’80187633 cconv.w d2_26 re_12 ’80187643 cconv.w d2_27 re_13 ‘

phi d9_3 [d9_1 d9_2 d9_2 d9_2] L’80187694 cco

Ms 9227 3.3 do3
3 ’ 801875ba ge d2_18 d2_17 d9_3 ‘ ’ 80187644 mov16 d15_105 d2_26 ‘ d9_3 ’ 8018764e ge d2_28 d2_27 d9_3 ‘ d9_3 ’80187698 ge d2_33 d2_32 do_ 3
wf\\ 4218 d1571’év5 d2._28 Ni
:". ‘ 801875c2 and.ge d2_19 d2_18 d9_3 di5_87 ‘ " ’ 80187656 and.ge d2_29 d2_28 d9_3 d15_195 80187630 and. ge
d2_19 d2_29
’ 801875c8 xor32 d2_20 d2_19 #1 ‘ ’ 8018765c xor32 d2_30 d2_29 #1 ‘ 80187636 xor32

-d2_20 L d2_30

s , ;
W s A | A 2
801875d2 jz16 d2_20 #801875d8 ‘ 80187666 jz16 d2_30 #8018766C 801876b0 216 d




Potential Defeat Devices

2009-01
2009-07
2009-08
2009-09
2009-10
2009-11
2009-12
2010-01
2010-03
2010-04
2012-05

2012-06

2012-07
2012-09
2012-10
2012-12
2013-01
2013-05
2013-06
2013-07
2013-08

RUHR
UNIVERSITAT
BOCHUM

Analyzed 926 firmware images spanning eight years,
333 try to detect at least one emission test cycle.

Golf, Passat (2)
A3

Passat Blue Motion

Golf (2), Passat (3)

Golf+, Passat

A3 (8), Golf Blue Motion, Golf (2), Passat

A3 (5), Golf Variant (2), Golf+ (2), Golf (7), Jetta (3), Passat (4)
Jetta, Passat (2)

A3 (2), Golf (3), Jetta, Passat (3), Q5 (4)

Jetta (2), Passat, Passat Coupe (4), Q5

A3 (19), A4, A6, Alhambra (4), Altea, Eos (2), Golf, Ibiza (4), Leon,
Octavia (6), Q5 (2), Superb (2), TT, Tiguan, Yeti (4)

Amarok (8), CC, Eos (2), Golf (2), Jetta (2), Octavia (3), Q5 (2),
Sharan (7), Tiguan, Touran (2)

Al (3), Alhambra (4), Caddy (2), Sharan (8)

Golf (2), Passat, Yeti (6)

A3, Alhambra (2), Tiguan, Yeti

Eos (2), Golf Cabriolet, Tiguan (7), Touran, Yeti

Leon, Passat

Amarok (4)

Amarok (5), Superb (3), Tiguan

Octavia

Yeti (3)

2013-11
2013-12
2014-03
2014-04
2014-06
2014-09
2014-10
2014-12
2015-01
2015-02
2015-03
2015-05
2015-07
2015-10
2015-11
2016-02
2016-03
2016-04
2016-06
2016-07
2016-08
2016-09
2016-10

Superb (3)

Superb (2), Yeti (4)

Amarok (16), Eos, Tiguan, Yeti

Q5, Superb (2)

Amarok (6), Tiguan (4)

Alhambra

Sharan

A4 (3), A6, Passat (4)

Superb

A3 (3)

Alhambra (2)

Alhambra (6), Sharan (6)

Q3 (2

Altea (2), Yeti (3)

Superb

Altea

A4, Exeo (4)

A6, Exeo, Q3

Altea (3), CC (3), Jetta, Leon (2), Superb, Tiguan (2)
Amarok, CC, Golf, Superb

CC (3), Golf Cabriolet, Golf (2), Passat (2), Scirocco, Touran (3)
CC (14), Octavia (2), Passat (2), Tiguan (7)
Eos

RUB
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Affected Subsystems

- InjCrv - Injection pattern, injection timing

- Rail, PCR - manifold pressure

- SmkLim - smoke limitation

- AFS, AirCtl - desired air mass EGR
- PFlt - soot mass simulation

- ASMod - desired soot mass DPF

- SCRFFC - desired reducing agent SCR
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Documentation Analysis: Evolution of Acoustic Function

first profile occurrence
[ number of profiles
[ number of affected subsystems
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Fiat Chrysler Automobiles



Image by Herranderssvensson
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Diesel Oxidation Catalyst  Diesel Particulate Filter ~NOy storage catalyst

NO — NO, bind soot bind NO,
A A

regenerate
500 km storage 300 sec storage
10-15 min regeneration 10 sec regeneration
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stRISDNOxWd

R NSCRgn_swtHmlgActv_C
NSCRgn_tiDlyRIsDNOxHmIg_C 1

e lenieanaad
NSCRgn_stDNOxStrtHm
stHmIGOrRDDNOX o ¢ P SDNOXRgHMg
SIDNOXHMIg —+=--s-xaoeeoeee LEs—
compute  TUMONDSIY1 oo soNOxRaHMIG mp
DNOx_during_Homologation NSCRgn_swtRdActv_C i 4 E>—
s O — — —a{ :'— stHmgOrRdDNOX ) NSCRgn_stHmigOrRdDNOx
o T ’ SDNOxRgRd H
SIDNOXR [f—+===-=-==-=-
Kind_Of_Request
m NSCRgn_stDNOxRqRd_mp

NSCRgn_stHmigRdPrsnt_mp

NSCRgn_stRISDNOXWd_mp ;
Ml B 'E»—al SIRISDNOX

NSCRGN_RLSDNOX_NUM

Excerpt from Fiat 500X documentation, Copyright © Robert Bosch GmbH. 36



stHmIgOrRDDNOX

—I StDNOxHmg
SIDNOxHmIg

DNOx_during_Homologation

DNOx_during_Homologation

StDNOxRd

DNOX_during_real_arving sthIgOfRDDNOX
stDNOxRd




People also ask

What is homologation in automotive industry?

Automotive homologation is the process of certifying vehicles or a particular
component in a vehicle that it has satisfied the requirements set by various statutory
regulatory bodies. It is mandatory to get this approval to export automobile products

or components.




NSCRgn_swtHmlgActv_C “"’D
NSCRgn_tiDlyRIsDNOxHmlg_C L e !
NSCRgn_stDNOxStrtHmlg
— stHmigOrRDDNO
stHmIgOri X -

fal J o
a2 R [ S compliant NSC regeneration &
SDNOXHMIg |(—--------------- H
MJ NSCRgn_stDNOxRgHmIg_mp
DNOx_during_Homologation NSCRgn_swiRdActv_C
- S
— stHmigOrRDDNOX NSCRgn_stDNOxStrtRd i
SONOXRG === Jafrr f seldom NSC regeneration &
“DNOX_dunng real amving NSCRgn_stDNOxRqRd_mp

Excerpt from Fiat 500X documentation, Copyright © Robert Bosch GmbH. 36



NSCRgn_swtRdActv_C
i

NSCRgn_stDNOxStrtRd

I [ S seldom NSC regeneration &5

NSCRgn_stDNOxRqRd_mp

stHmigOrRDDNOX

stDNOxRd

after 1600 seconds

Excerpt from Fiat 500X documentation, Copyright © Robert Bosch GmbH. 36



/ Industry / California found a ne

California found a new cheat device in Audi
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» Pumpe-Diise-Einspritzung
» Konventionelle Einspritzung
» Motorsteuerung

» Glihkerzen

» Abgasnachbehandlung

» Vakuumpumpe

» Lambdasonde

» Luftmassenmesser

» Weitere Sensoren

» GroBdiesel

Bosch eXchange

So gut wie Neuware:

wiederaufbereitete
Kfz-Teile von Bosch
eXchange.

Electronic Repair
Service

> Vorteil flr Werk-
statten: Reparaturen
in Spitzengualitat

Produktinformation

Motorsteuerung: Motorfunktionen perfekt geregelt
Die EDC (Electronic Diesel Control) ist die Motorsteuerung beim Diesel.
Sie regelt die Funktionen des Einspritzsystems und sorgt dafiir, dass der
Motor das angeforderte Motordrehmoment bereitstellt. Die Einspritzung
wird dabei permanent auf den Motor und die Fahrsituation abgestimmt.
Dieselmotoren mit Bosch-Motorsteuerung iberzeugen durch hohe
Dynamik bei geringem Kraftstoffverbrauch und optimierte Motorleistung.

Vorteile
- Sparsamer Betrieb durch schnelle Anpassung aller Einspritzparameter

Bosch Service

> Profitieren Sie von

erstklassiger

Service-Qualitat
beim Bosch Service
in Ihrer Néhe.
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Supplied Fixes



Gen1

Gen1

Gen 2

Gen 3

Gen1

Gen 2.1

Gen 2.1

Gen 2.2

Gen 2

2009

2010~
2014

2012-
2014

2015

2009-

2012

2013-
2014

2015

2015-
2016

2014~
2016

United States

-.M Hardware replacement

VW Jetta,
Beetle, Golf

Audi A3
VW Jetta,
Beetle, Golf

VW Passat?

Audi A3
VW Jetta, Beetle,
Golf, Passat

VW Touareg

VW Touareg
Porsche Cayenne
Audi Q7

Audi Q7

VW Touareg
Porsche Cayenne
Audi A6, A7,
A8, Q5

2.0L

2.0L

2.0L

2.0L

3.0L

3.0L

3.0L

3.0L

Lean-NO, trap

LNT i n

EGR Particulate filter
Glow plug module

LNT

EGR Lean-NO, trap

SCR

EGR Software only

SCR catalyst
SCR Particulate filter
EGR Oxidation catalyst
2" NO, sensor
SCR No fix - vehicles will be
EGR scrapped
SCR catalyst

SCR Cyl. pressure sensor

EGR
Particulate sensor

SCR SCR catalyst
EGR  particulate sensor

SCR

EGR Software only
SCR . .
EGR Fix not yet defined

www.theicct.org

Labor
hours

25-3

Up to 2
mpg®

Upto 2
mpg?*

Uptol
mpg*

None

Uptol
mpg®

Uptol
mpg*

Uptol
mpg*

Diesel

Exhaust Fluid
increase

N/A

N/A

50% - 130%

1% - 14%

About 40%

About 40%

About 40%



Europe

Fuel Diesel
Hardware economy Exhaust Fluid
replacement loss increase

Audi Al, A3, A4, A5, Software

A6, @3, Q5, TT : only? 02 Nene N/A
Sealt Alhambra, Altea, Exeo, 16L Flow 10 None N/A
2009- Ibiza, Leon, Toledo Skoda transformer®
Euro5 Fabia, Roomster, Rapid, Yeti, EGR
2014 .
Octavia, Superb
Soft
VW Golf, Passat, Tiguan, 2.0L oon‘l”ire 05 None N/A
Polo, Jetta, Scirocco, Caddy, y
Transporter
2010- Audi A7, A8
Euro5 2013 e e m— 3.0L EGR Software only 0.5 N/A
2014- SCR
Euro6 2017 Porsche Cayenne 3.0L EGR Software only 1.0
2014- . SCR
Euro6 2017 Audi A8 4.2L EGR Software only

www.theicct.org



Future of Emissions Testing



e RUB
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State of Emissions Testing mesmr RQUB
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0.01
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Strict Regulations

Black Box Testing
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ReSUlting Cha“enge EEEELTSITAT

Compliance testing now is a software verification problem.

- Easier to hide in software; black box testing alone is insufficient.
- Portable Emissions Measurement only side-steps the problem.

- Software analysis facilitates large-scale testing.

RUB
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RUHR

Conclusion SB‘Q@?@”‘T

- We analyzed two modern defeat devices in software:

- Volkswagen AG driving profile check
- Fiat 500X timing-based check

- We performed a large-scale study of the VW AG defeat device.
- Tested > 900 firmware images.
- ~300 try to detect at least one test cycle.

- Black-box emissions testing is insufficient.
- Easy to cheat using software, high incentive to do so.

- Software verification of compliance poses a new challenge.

RUB
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