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NOx emissions
high EGR/SCR rate
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soot emissions

NOx emissions
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Pollution Level
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soot emissions
low EGR rate, DPF load

NOx emissions
high EGR/SCR rate

MM TMTOmMOUOX>X -




soot emissions

low EGR rate, DPF load

DPF wear

durability standard
filter lifetime
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soot emissions > NOx emissions

low EGR rate, DPF load high EGR/SCR rate
DPF wear urea consumption
\/ \/
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Vehicle Speed

Federal Test Procedure

Cold Start Phase
505 seconds

Cold Stabilized Phase
864 seconds

Hot Start Phase
505 seconds

Rnotanodantl

M

M

1

Time

- Specify time - vehicle speed.

- Different tests per jurisdiction

(EPA, CARB, EU).

- Standardized tests, publicly

available.
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Volkswagen AG Defeat Device




Volkswagen AG Defeat Device
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Excerpt from VW documentation, Copyright © Robert Bosch GmbH.
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Volkswagen AG Defeat Device
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CURVEDIFF Framework

CURVEDIFF automatically analyzes ECU firmware.

- Based on PyPy 2.7 and IDA Pro 6.x.
- Electronic Diesel Control EDC17 by Bosch.
- Infineon TriCore 179x processor.

- Lift to Static Single Assignment form.

[17965:
[17905:
[17965:
[17965:
[17965:
[17965:

S WN R O
1

18:
18:
18:
18:
18:
18:

17:

17
17

Function 80187214
802f6fae): FTP-75

802f702a): LA92

802f70a6): USO6

802f7122): SCO3

802f719e): HWFET

802f721a): ECE-15

802f7296): EUDC EUDCL

802f7312): FTP-75 CADC-RURAL IM240
802f738e): NEDC ECE-15 JP10 WLTP-1 ..
802f6f32): CADC-RURAL SC03

- (802f6f70,
- (802f6fec,
- (8027068,
- (802f70e4,
- (802f7160,
- (802f71dc,
- (8027258,
- (802f72d4,
- (802f7350,
- (802f6ef4,

12] Analyzing FL_03L906012___7444.

:12] Pre-processing database...
:51] Exporting functions...

18:
19:
19:

46] Analyzing functions...
17] Exporting curves...
42] Analyzing curves...

matches the following test cycles:

[17905: 5 - 18:19:43] Success.

1



Potential Defeat Devices

2009-01
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2009-09
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2010-01
2010-03
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2012-06

2012-07
2012-09
2012-10
2012-12
2013-01
2013-05
2013-06
2013-07
2013-08

Analyzed 926 firmware images spanning eight years,
333 try to detect at least one emission test cycle.
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Fiat 500X Defeat Device
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Excerpt from Fiat 500X documentation, Copyright © Robert Bosch GmbH. 3



stHmIgOrRDDNOX
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People also ask

What is homologation in automotive industry?

Automotive homologation is the process of certifying vehicles or a particular
component in a vehicle that it has satisfied the requirements set by various statutory
regulatory bodies. It is mandatory to get this approval to export automobile products

or components.
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Excerpt from Fiat 500X documentation, Copyright © Robert Bosch GmbH. 3
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Excerpt from Fiat 500X documentation, Copyright © Robert Bosch GmbH. 13



Implications




State of Emissions Testing

EPA Federal Test Procedure (FTP)
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State of Emissions Testing

Strict Regulations —PublieFest-Cycles- Black Box Testing

Portable Emissions Measurement
14



Resulting Challenge

Compliance testing now is a software verification problem.

- Easier to hide in software; black box testing is insufficient.
- Portable Emissions Measurement only side-steps the problem.

- Software analysis facilitates large-scale testing.



Conclusion

- We analyzed two modern defeat devices in software:

- Volkswagen AG driving profile check
- Fiat 500X timing-based check

- We performed a large-scale study of the VW AG defeat device.

- Tested > 900 firmware images.
- ~300 try to detect at least one test cycle.

- Black-box emissions testing is insufficient.
- Easy to cheat using software, high incentive to do so.

- Software verification of compliance poses a new challenge.
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