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May 2014 ICCT study shows abnormalities

Oct. 2015 $10bn buy backs, $4.7bn emission projects

Sept. 2014 VW communicates DD details to EPA, CARB
EPA issues notice of violation of Clean Air Act Nov. 2016 VW announces diesel sales stop in U.S.

Jan. 2017 $4.3bn fine
VW admits use of DD (May. '06 – Nov. '15)
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Emission Tests
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Federal Test Procedure

• Specify time – vehicle speed.

• Different tests per jurisdiction
(EPA, CARB, EU).

• Standardized tests, publicly
available.

6



0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
Nitrogen Oxide Limits [g/mi]

0.00

0.01

0.02

0.03

0.04

0.05

0.06

0.07

0.08

Pa
rt

ic
ul

at
e 

M
at

te
r L

im
its

 [g
/m

i]

EU3

Emission Norms



0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
Nitrogen Oxide Limits [g/mi]

0.00

0.01

0.02

0.03

0.04

0.05

0.06

0.07

0.08

Pa
rt

ic
ul

at
e 

M
at

te
r L

im
its

 [g
/m

i]

EU3LEV I

Emission Norms



0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
Nitrogen Oxide Limits [g/mi]

0.00

0.01

0.02

0.03

0.04

0.05

0.06

0.07

0.08

Pa
rt

ic
ul

at
e 

M
at

te
r L

im
its

 [g
/m

i]

EU3LEV I

EU4

Emission Norms



0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
Nitrogen Oxide Limits [g/mi]

0.00

0.01

0.02

0.03

0.04

0.05

0.06

0.07

0.08

Pa
rt

ic
ul

at
e 

M
at

te
r L

im
its

 [g
/m

i]

EU3LEV I

EU4

             EU5

Emission Norms



0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
Nitrogen Oxide Limits [g/mi]

0.00

0.01

0.02

0.03

0.04

0.05

0.06

0.07

0.08

Pa
rt

ic
ul

at
e 

M
at

te
r L

im
its

 [g
/m

i]

EU3LEV I

EU4

             EU5EU6

Emission Norms



0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
Nitrogen Oxide Limits [g/mi]

0.00

0.01

0.02

0.03

0.04

0.05

0.06

0.07

0.08

Pa
rt

ic
ul

at
e 

M
at

te
r L

im
its

 [g
/m

i]

EU3LEV I

EU4

             EU5EU6
LEV II

Emission Norms



0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
Nitrogen Oxide Limits [g/mi]

0.00

0.01

0.02

0.03

0.04

0.05

0.06

0.07

0.08

Pa
rt

ic
ul

at
e 

M
at

te
r L

im
its

 [g
/m

i]

             EU5EU6
LEV II

Emission Norms



Volkswagen AG Defeat Device



Volkswagen AG Defeat Device

Vendor-specific “Acoustic Function”

y0 ← query curve⊥ at point x
y1 ← query curve⊤ at point x

y0 ≤ y ≤ y1

⇐⇒

“Profile matches”

x := “time since engine start”
y := “distance covered”

Excerpt from VW documentation, Copyright © Robert Bosch GmbH. 8
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Only if -20° < steering_wheel_angle < +20°.
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CurveDiff Framework

CurveDiff automatically analyzes ECU firmware.

• Based on PyPy 2.7 and IDA Pro 6.x.

• Electronic Diesel Control EDC17 by Bosch.

• Infineon TriCore 179x processor.

• Lift to Static Single Assignment form.

[17905: 0 - 18:17:12] Analyzing FL_03L906012___7444.
[17905: 0 - 18:17:12] Pre-processing database...
[17905: 1 - 18:17:51] Exporting functions...
[17905: 2 - 18:18:46] Analyzing functions...
[17905: 3 - 18:19:17] Exporting curves...
[17905: 4 - 18:19:42] Analyzing curves...

Function 80187214 matches the following test cycles:
- (802f6f70, 802f6fae): FTP-75
- (802f6fec, 802f702a): LA92
- (802f7068, 802f70a6): US06
- (802f70e4, 802f7122): SC03
- (802f7160, 802f719e): HWFET
- (802f71dc, 802f721a): ECE-15
- (802f7258, 802f7296): EUDC EUDCL
- (802f72d4, 802f7312): FTP-75 CADC-RURAL IM240
- (802f7350, 802f738e): NEDC ECE-15 JP10 WLTP-1 …
- (802f6ef4, 802f6f32): CADC-RURAL SC03

[17905: 5 - 18:19:43] Success.
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Potential Defeat Devices

Analyzed 926 firmware images spanning eight years,
333 try to detect at least one emission test cycle.
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Fiat 500X Defeat Device



Excerpt from Fiat 500X documentation, Copyright © Robert Bosch GmbH. 13
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compliant NSC regeneration

seldom NSC regeneration
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Excerpt from Fiat 500X documentation, Copyright © Robert Bosch GmbH. 13
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Excerpt from Fiat 500X documentation, Copyright © Robert Bosch GmbH. 13



Implications



State of Emissions Testing

Public Test CyclesStrict Regulations Black Box Testing
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State of Emissions Testing

Public Test CyclesStrict Regulations Black Box Testing
Portable Emissions Measurement
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Resulting Challenge

Compliance testing now is a software verification problem.

• Easier to hide in software; black box testing is insufficient.

• Portable Emissions Measurement only side-steps the problem.

• Software analysis facilitates large-scale testing.
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Conclusion

• We analyzed two modern defeat devices in software:
• Volkswagen AG . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . driving profile check
• Fiat 500X . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . timing-based check

• We performed a large-scale study of the VW AG defeat device.
• Tested > 900 firmware images.
• ~300 try to detect at least one test cycle.

• Black-box emissions testing is insufficient.

• Easy to cheat using software, high incentive to do so.

• Software verification of compliance poses a new challenge.
16
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